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M.Sc. Thesis Description
	Main issues / Brief Description:
Spam can be defined as email sent in bulk where there is no direct agreement in place between the recipient and the sender to receive email solicitation. U.B.E. (Unsolicited Bulk Email) is another acronym for spam that effectively encapsulates this definition. The main objective of this M.Sc. Th. is to discriminate between spam and non-spam messages by representing them through suitable patterns and applying pattern classification methods learnt using some machine learning techniques (specifically, Artificial Neural Networks (ANNs) and Support Vector Machines (SVMs)).
A set of features has to be identified, maybe after some feature selection process, which may be obtained by a computational analysis of message contents, in order to form the patterns.

Then, to infer a classification method, an ANN or an SVM must be trained using the patterns computed from large representative samples of both spam and non-spam messages. Essentially the network or SVM should learn to recognize what we humans mean by “spam” and “non-spam”. 


	


	Detailed Description:
In recent years, electronic mail users around the world have noticed that an increasing amount of unsolicited e-mail reaches their mailboxes. So far, a number of filtering methods have been proposed to address this problem, such as: Bayesian, Black-Lists/White- Lists, URL filtering, Heuristics, etc. The idea behind any spam filtering technique (heuristic, probabilistic or keyword based) is the same: as spam messages usually look different from legitimate messages, a good way to identify and stop them is to detect these differences. Judging by the results of these filtering methods and given that spam changes every day, the best way to solve this problem would be to use all of these features for a combined and more accurate effect. 

To start the work, first we need to prepare the dataset used for training and test. This dataset should be based on real-world spam and non-spam emails. For training purposes, we intend to use around 200.000 emails, with a distribution between spam and non-spam as balanced as possible (it could be more difficult to collect representative non-spam than spam messages). To obtain this dataset we have an email recollection method over several domain email servers. To label the emails as spam or non-spam and decide whether they are going to be included in the dataset, each email must be carefully reviewed according to the given definition of spam. Although the average user often considers all unwanted emails as "spam", emails that border on "solicited" (it was likely requested at some point by the user) should be rejected outright.

The second step would be to devise a set of features that can be computed through message text scanning and can be helpful for discriminative purposes. An initially large set of features in the patterns may be reduced afterwards by applying both filter and wrapper selection methods. For the latter case, we will use both ANNs and SVMs to learn the classifiers, using BPMASTER software for ANNs and LIBSVM for SVMs. The classifiers trained with the selected set of relevant features will be evaluated and compared, and the best one will be chosen for a final implementation of the spam classification system.
Finally, we expect to publish the results and the dataset. Currently, a preliminary version of the Sinespam system is running based on GPL software available in the real world. We would like to improve these pattern extraction and classification methods if possible.
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	Other comments:

This master thesis may require a considerable amount of machine CPU-time, due to the expected size of the dataset and the large number of features needed, and therefore, we will try to use some extra computational resources (i.e. more than a single PC) that can be obtained either in the FIB or in the LSI department.
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